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Abstract

Khon Kaen University Library operates multiple websites that serve both users and staff. In the
past, these websites have been targeted by cyberattacks; however, system administrators and website
managers were unable to detect the attacks in real-time. This research aims to enhance website security
through a cybersecurity monitoring system (Mini SIEM) to prevent cyberattacks and provide immediate

alerts to system administrators. The system enables administrators to monitor, investigate, and notify
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website managers to address and patch vulnerabilities promptly. The research methodology involved
collecting log data from various web servers into a centralized server, storing log data in a database, and
developing an application to scan for attack patterns used by hackers. The system then presents a
summary dashboard and alerts administrators upon detecting potential security threats. The results
demonstrated that the system effectively prevented cyberattacks and promptly alerted administrators
when websites were at risk. Moreover, the system successfully reduced the number of high-risk logs by

95% compared to the initial phase of the research project in April and the final phase in August 2023.
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1. a$1u@svnesdmivdaiusiusinveyaden (Centralize log server) nsienlysuiivled a1n

1W@5esAe 9 vesnulesu laely Rsyslog astansluning 3

E donbawornphat@10.101.106.224:2210 - Bitvise xterm

drwxrwxr-x 20

10.101.106.175
10.101.106.204
10.101.106.213
10.101.106.215
10.101.106.219
10.101.106.229
127.0.0.1
202.28.92.199
202.28.92.244
202.28.95.159 |
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B Host: localhost Database: Syslog2 [ Table: SystemEvents Data > Query
Syslog2. : 771,542 rows total (; ), limited to 1,000 » Next $ Showall W Sorting W Columns (9/9) W Filter
) ReceivedAt DeviceReportedTme Fadility Priority FromHost Message InfoUnitID SyslogTag
2023-10-05 17:16:01 2023-10-05 17:16:01 16 00] "GET /HTTP/1.0" : 1 lib-a
52,846,772 2023-10-05 17:16:02 2023-10-05 17:16:02 16

52,846,773  2023-10-05 17:16:02
52,846,774  2023-10-05 17:16:02
52,846,775 2023-10-05 17:16:02
52,846,776 2023-10-05 17:16:03
52,846,777 21
52,846,778

52,846,779
52,846,780
52,846,781

52,846,782
52,846,783
52,846,784
52,846,785 2023
52,846,786 2023
52,846,787
52,846,788  2023-10<

0-05 17:16:04

3-10-05 17:16:05
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Codes AURNY aununeluuide
1xx 167%’Uﬂ°wa%aigja (Request), MassLuATTHE
x| Wsudmeveyadiga, wils uazseuiudmalduigoutos 200 vaned finnudesge
3xx fianusndudesidunisdiudiy Wesiunsmusive
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aeu Keywords FIUUTIWATS Tunaun1slaud
1 Fuzz Faster U Fool 39,458 Weaponization
2 union 3,217 Exploitation
3 document.domain 1,425 Weaponization
4 script% 1,213 Weaponization, Delivery
5 .sh 748 Delivery, Installation
6 alert( 711 Weaponization
7 nmap.org 126 Reconnaissance
8 sglmap.org 98 Exploitation
9 <script 94 Weaponization, Delivery
10 document.cookie 55 Weaponization
11 shells.php 22 Delivery, Installation

o ' < a a | N & aa ¢ @ ~
#0819 Keywords anndeniiidssionisgnislutunsunislansivled dwandunimi 5

10.101.109.132 - - [19/Mar/2023:07:02:30 +0000] "GET /send.php?a_id=\"{<script}20>alert(String.fromCharCode(88,83,83))</script>
HTTP/1.0" 200 676 “https://lib.kku.ac.th/send.php?a_id=\"><script palert(§tring.fromCharCode(88,83,83))</script>" "Mozilla/5.0
(Windows NT 10.0; WOW64; Rv:50.0) Gecko/20100101 Firefox/50.0"

167.86.117.13 - - [23/Apr/2023:12:14:16 +0700] "GET /2p=1476&MPPt=3938%20AND%201%3D1%20UNION%20ALL%20SELECT%201%2CNULL%2C%27%

3 Ealert%28%22XS5%22%29%3C%2Fscript%3E%27%2Ctable_name%20FROM%20information_schema.tables%20WHERE%202%3E1 - -%2F%2A%2A%2F%
3B%20EXEC%20xp_cmdshell%28%27cat%20. .%2F . .%2F . . %2Fetc%2Fpasswd%27%29%23 HTTP/1.0" 200 25127 “https://kkudatabase.kku.ac.th/"
"Mozilla/5.0 (X11; U; NetBSD alpha; en-US; rv:1.8.1.6) Gecko/20080115 Firefox/2.0.0.6"

188.119.13.77 - - [23/Mar/2023:22:03:17 +0000] "GET /?p=23&LCam=8952%28AND%201%3Dl%22BALL%205ELECT%201%2CNULL%2C%27%
3Cscript¥%3Ealert%28%22XSS5%22%29%3C%2Fscript¥%3E%27%2Ctable_name%20FROM%20information_schema.tables%20WHERE%202%3E1 - -%2F%2A%2A%2F%
3B%20EXEC%20xp_cmdshell%28%27cat%20. .%2F. .%2F. .%2Fetc%2Fpasswd%27%29%23 HTTP/1.0" 200 11362 "-" "sqlmap/l1.7.3#stable

(recos:/ [seTncp-org]

143.42.28.195 - - [12/Apr/2023:07:08:24 +0000] "GET /wp-admin/admin-ajax.php?action=cdaily&callback=<script>alert[document.cookie]
</script>&subaction=cd_dismisshint HTTP/1.8" 200 2407 "-" "Mozilla/5.0 (Windows NT 6.3; Win64; x64) ApplellebKit/537.36 (KHTML,
like Gecko) Chrome/37.0.2049.0 Safari/537.36"

143.42.4.213 - - [18/Apr/2023:00:31:02 +0000] "GET /phymyadmin/ HTTP/1.0" 200 10828 "-" |Fuzz Faster U Fool|v1.5.8-dev"
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NAN15338UAZaAUTIBNAN15IY (Result and Discussion)
nstestunislandivleddessuuidhseiimnuvasadendlewesifideon nuiweundinduaiuise
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WU 2566 497

NOBNIAY 2566 40

quneu 2566 39
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Fanau 2566 69

fiueeu 2566 6
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NEAINYY 2566 10
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AN5197 4 WSsusuIuunslanadsanaurasndn1sisaussuuiinseTsanuvasadenislsiuasitdwen

nslauddnse nslauddse
hou noulveuueundindy | udslunuuesundindiy gasluiviulad
) G
SuIAN 2564 1 n/a Weak Password, SQL
Injection,
UNIIAL 2565 2 n/a Cross Site Scripting (XSS)
NUAUS 2565 n/a n/a
funAu 2565 n/a n/a
Y8 2565 n/a n/a
NOYAIAN 2565 n/a n/a
quieu 2565 1 n/a Cross Site Scripting (XSS)
NINAIAL 2565 n/a n/a
dameu 2565 1 n/a Cross Site Scripting (XSS)
g8y 2565 n/a n/a
AAAL 2565 2 n/a Cross Site Scripting (XSS)
NEAINBY 2565 n/a n/a
51PN 2565 1 n/a Cross Site Scripting (XSS)
UNIIAL 2566 1 n/a Cross Site Scripting (XSS)
NUAUS 2566 1 n/a Cross Site Scripting (XSS)
A 2566 1 n/a Cross Site Scripting (XSS)
LHWI8U 2566 1 0 SQL Injection
NOYAIAN 2566 n/a 0
quieu 2566 n/a 0
NINAIAU 2566 n/a 0
damneu 2566 n/a 0
g8y 2566 n/a 0
AaAL 2566 n/a 0
NEAINBY 2566 n/a 0
FuAN 2566 n/a 0
UNIIAL 2567 n/a 0
NUAUS 2567 n/a 0
A 2567 n/a 0
Wweu 2567 n/a 0
NOYAIAN 2567 n/a 0
lquieu 2567 n/a 0
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(%q) (dy)
nINNIAL 2567 n/a 0
dsmau 2567 n/a 0
g 2567 n/a 0
AaAu 2567 n/a 0
NEAINIEY 2567 n/a 0
SuMAN 2567 n/a 0
UNIIAN 2568 n/a 0
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Hauaviuledunla Javedduiiuledud v1e0alasantsife ludeu Aamaw 2566 nudwufeniidosiomagnly
Tutumeunislaufiiuled $1u7u 1,849 919m13 waswuswudeniidssdenisgnlyluduneunslauivled e

Eesgs 9w 161 519015 lawanasAnilu 95.68% uar 95.14% aauandlunng 9

kanome@minisiemlib.local ~Logout
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M Gmail Q_ minisiem X 3F euu @ @3
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B naassawng 399 ® “n

Y éeam B wadunmitng X

® daumsusadaundy

B dwa Hi Dear,

D TNy I'have detected logs that are suspected to be hacked

v windu
(22498623, datetime.datetime(2023, 4, 25, 16, 1, 28), datetime.datetime(2023, 4, 25, 16, 1, 28), 16, 5, Tibra204', " 10.101.109.132 - - [25/Apr/2023:09:01:28 +0000] "GET
/send.php?a_id=4740%27+union+all+select +updatexmi(rand(),(*//**/SEIECT%2B/*/* luNKEX(/"*/I**/NEX(**/I**/cONCaT(0x3f7e21,database(), 0x37e21)))0)+and+%271%27%3D%271 HTTP/1.0"

ihadfiu + 200 716 ™" "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML. like Gecko) Chrome/56.0.2924.87 Safari/537.36 Google-P: Google (+https://developers google.com/+/web
Isnippet/)”, 1, lib-access’)
(22497549, datetime.datetime(2023, 4, 25, 16, 51, 58), datetime.datetime(2023, 4, 25, 15, 51, 58), 16, 5, libra204",  10.101.109.132 - - [25/Apr/2023:08:51:58 +0000] "GET
/send_php?a_id=4740%27+union+all+select+updatexmi(rand()%2c(%2f** %2%2f** % 2fsEIE c T%2b%2f** %2f%2f** % 2fuNhEx(%2f** % 2%2f** % 2fhEx(%2f** %2{%2f** % 2fcOnCaT(
0x3f7e21% )%2c0x3f7e21))))%: 6271%27%3d%271 HTTP/1.0" 200 716 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/112.0™, 1, ‘lib-
access)
(22497305, datetime.datetime(2023, 4, 25, 15, 47, 40), datetime.datetime(2023, 4, 25, 15, 47. 40), 16, 5. libra204",  10.101.109.132 - - [25/Apr/2023:08:47-40 +0000] "GET
/send.php?a_id=4740%20AND%20%28SELECT%208806%20FROM%20%23SELECT%28SLEEP%285-%28IF % 280RD%28MID%28%28SELECT%20DISTINCT%
28IFNULL%2 ma_name%20AS%20NCHAR%29%2C0x20%29%29%20FROM%20INFO \_SCHEMA SCHEMATA%20LIMIT%201%2C1%29%2C7%2C1%29%29
%3E1%2C0% %29%29%29QCbA%29 HTTP/1.0" 200 716 *-* “sqlmap/1.7. 2éstable (https //sclmap.org)”, 1, lib-access)

Muil 10 seguaundindunsianvieniidesionsgnlvludunsunislaufiiules yoelnd SQL Injection

Muil 11 fegedguaszuurinnisnsisdeuvedinaiules SQL Injection tnely sqlmap
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nuidgymauvasnneas

INNANNTIBLERSIATIUIINNIATIRdavaenAslruivleduuiu@snines awisansiadunislauf
UsgLam SQL Injection uag Cross Site Scripting (XSS) langsfiusz@ninin Jegenndoiuauideass Vishali et
al. (2024) MuAteAenalynisiseuivena’es (Machine Learning) Tunisiiasgsidonnislaruivladuuiv

as s A a i Yy A v & = a a a e Y
LTNIDT Lwaﬁguﬂqii'ﬂlmﬂigl:ﬂmmﬁlﬂ 9 ﬂ'ﬂr]llﬁaﬂﬂa@ﬂusﬂiWLMuﬂ\iﬂjgamﬁﬂqwsﬂ?_]\'1ﬂqiqLﬂiqgua@ﬂiuﬂqiﬂaﬂﬂu

a e (3 ] a a a
ﬂ’]iiﬁ]ll(ﬂL’]Ul"?ﬁﬁ]@ﬂ’lﬂuﬂigﬁ%ﬁﬂ’lw

#3Unan13398 (Conclusion)

¥
o

NATeiysiunisdeaiunislanfvivledvesdrdnmeayn univerdoveunnu lnglyszuuiisyfinay
Uasadenaluwasitdoy nadnsnlananslmiiuinssuvaiuisadestunislauddiuladlasgnafiuseansaim seuu

Y o4 P Yo a A I a A | a ! ° < PR ' % 1)
asanatfeudauassuulaviuil Wenudenidessenisgnlaud wavwisaninuiudenidswonisgnivlutuneu

nslaudiiuledasds 95.68% WewUToulfisuseninmnaiusunazyivdugalnsanisivy

1% '
a o

wonandl Jwavannislaudndnsagensianuluresnivszianeis q wu SQL Injection wag Cross Site
Scripting (XSS) loduegned sruuasnaniuduniesdlenivsyansnmlunisairenudasadsveaivleily
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